ObscurelQ Privacy Research

Broker vs. Doxxer: How They Differ

Dimension Data Broker Publishing/Selling Personal/Social Doxxing

Operational Differences

This framework shows typical differences. In practice broker data and doxxing feed each other. The lines blur into a spectrum of exposure.

Aggregated from public records, marketing data, people Directly gathered by individuals (fans, spouses, harassers,
Source of Data ] L
search sites. activists).
Motivation Monetary gain, systemic surveillance. Revenge, harassment, obsession, humiliation, activism.
Context & Platform Obscure databases, low visibility until searched. Posted on high-visibility platforms (X/Twitter, TikTok,
Facebook).
Velocity of Harm Persistent, ongoing exposure. Harm accumulates over time. Sudden, viral spread. Harm escalates in hours.
Pattern of Abuse Endemic/structural — everyone is affected. One-off or campaign bursts tied to events/conflict.
R Accessible but not broadcast. Damage occurs when retrieved Intentionally weaponized for maximum visibility and
Visibility & Intent
and used. harassment.
. Opt-outs, suppression services, legal takedowns (but Platform moderation, law enforcement, restraining orders,
Response & Remedies
whack-a-mole). lockdown.

Legal Differences
The law treats these acts differently in theory. In practice, enforcement gaps often leave victims exposed across both categories.
Posting address/phone may be illegal depending on
jurisdiction and context. Covered by harassment, stalking,

anti-doxxing, or cybercrime statutes. Federal law is limited,
but more states are passing explicit anti-doxxing statutes.

Often legal under U.S. law; regulated by CCPA, GDPR, and
Legality of Collection some state broker laws. Gray area but commercially
sanctioned.

Business model often framed as neutral, though practices
such as bundling relatives, reverse lookups, and
“stalker-friendly” data sets show an implied awareness of

Intent to harass, intimidate, or cause harm is usually clear
and prosecutable, though some actors frame it as activism,
parody, or journalism.

Intent Requirement

misuse.
Remedies are uneven. FTC actions and class suits have Civil liability includes invasion of privacy, intentional infliction
penalized some brokers, and state privacy laws (e.g., of emotional distress, and interference with contracts. Victims
Liability & Remedies California, Colorado, Virginia) expand opt-out rights. Still, can also seek protective or restraining orders. Criminal
fines are often modest compared to profits, and compliance charges are possible, but enforcement often hinges on
gaps remain. explicit threats.

A patchwork of state laws provides clearer remedies, and
Regulatory enforcement is improving through state AGs, FTC protective orders are increasingly used. Civil suits have

Enforcement actions, and EU DPAs, but remains inconsistent and slow succeeded, though criminal enforcement remains uneven
compared to the scale of data sales and cross-border cases are difficult. Federal law remains
limited.
Jurisdiction Based on corporate registration, subject to consumer/privacy Victim’s local jurisdiction often applies; cross-border
law. enforcement more complex.

Practical Examples

Here's what the spectrum looks like in practice. How the same type of data creates different risks depending on whether it's broker-listed or doxxer-posted.

Spokeo = Landmine Twitter/X = Flashbang
Spectrum of Exposure Quiet, lurking, waiting until someone steps on it. Sudden, overwhelming, dangerous in real time.
Spokeo Twitter/X
Speed: Slower; sits indefinitely, waiting for someone to Speed: Immediate; spreads in minutes across reposts and
exploit. forums.
g:;pnearrtiiAddress Exposed Audience: Targeted (stalkers, investigators, acquaintances). Audience: Broad, unpredictable.
Remedies: Suppress/remove via opt-outs, but replicates Remedies: Rapid takedowns, platform reporting, possible
across sites. law enforcement.
Risk: Chronic, systemic exposure. Risk: High-intensity, short fuse.
Financial Data Income range or mortgage value packaged in marketing data. Bank statement screenshots shared on TikTok.
Family Members Relatives’ names, addressepsr,oa;\iTg numbers bundied in a data Child’s school location revealed in a 4chan thread.
Legal Records Court filings or property deeds sold in public record Divorce records posted on forums to humiliate or smear.
packages.
Phone Number Included in a background check report. Dropped in a Telegram group urging spam calls.
Employer Scraped from LinkedIn, appears in “associated data” reports. Posted on Reddit with calls to harass HR or coworkers.
Social Media Handles Collected into a digital profile, tied to her identity. Posted with mocking edits or impersonation attempts.
Photos Old profile pics scraped and tied to her record. Private photos leaked with identifying captions.
Location Data Sold via adtech or data brokers tracking mobile location. Shared live (“she’s at this café right now”) on Instagram or X.
Email Address Sold in marketing lists, leading to spam or phishing. Shared on Discord with instructions to flood it with threats.

Threat Framing
The conundrum we face isn'’t truly broker versus doxxer. It is how the two threats to our privacy reinforce each other.

Brokers scrape social media and package data in “stalker-friendly” bundles. Doxxers recycle those listings or frame their actions as
activism, journalism, or parody. Enforcement remains uneven: broker opt-outs often resurface, and doxxing laws are inconsistently applied.
Still, some progress is being made if slowly. State privacy laws and FTC actions are beginning to curb broker abuses, while new
anti-doxxing statutes and civil suits provide victims with tools.

That's the spectrum of exposure: commercialized risk and weaponized risk.
One normalizes the sale of your data, the other exploits it for impact.
If you leave either unaddressed, the other becomes inevitable.
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